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Learning Objectives

Upon completion of this session, participants will be able to:
1. How to add attributes to inventories of information that identify risk or threats to 

the information; 

2. Understanding the threats to organizations; 

3. How to discuss risk with information security and privacy professionals and meet 
their requirements to remediate risks.
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Agenda

 Privacy

 What are the threats and risks?

 Cyberthreats 101

 The Collision of Privacy and Security

 Defining Information

 Defending the Organization’s Information

 Attributes of information

 Using risk appropriately
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Privacy

 Increasingly a focus for most organizations

 Considerations of both protection of information and use of the that 
information

 Requirements to disclose breaches of information

 Personally identifiable information is central, but highest risk is sensitive 
personally identifiable information
 Medical, financial, government identification
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Use of Information

 Does the organization disclose how information is going to be used and 
does it behave in the manner described?

 What happens when information is given to third parties? (Facebook / 
Cambridge Analytica)
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De-identification and Anonymization

 HIPAA Safe Harbor and Expert Determination methods
 Safe Harbor requires removal of 18 elements, coupled with truncation of certain 

fields; very proscriptive

 Expert Determination is a method that is risk-based and statistically sound to limit 
the likelihood that an individual could be identified from the data
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GDPR (General Data Protection 
Regulation)
 Applies to all EU member states

 Effective May 25, 2018

 Becoming a global model, likely informing US Federal and State laws and 
regulations

 Very proscriptive
 Requires consent
 Allows access to personal information
 Allows erasure of personal information (right to be forgotten)
 Enforces significant sanctions for breaches and failures
 Organizations that need to comply with GDPR should have inventories of 

personal information – and processes to comply with GDPR requirements
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What are the Threats and Risks to 
Information?

 Cyberthreats

 Insiders

 Errors

 Social Media and the Collision of Privacy and Security
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Computer 
Security 
Threats 
HACKING

CYBER CRIME

CYBER 
ESPIONAGE
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Types of Cyberthreats

 Basic malware
 Viruses, trojan horses, botnets

 Crimeware
 Password and credential stealing, key loggers

 Advanced malware
 Stealthy, custom-written software incorporating aspects of the above, but 

designed to be undetectable

 Any adversary can use any level of malware … even the “script kiddie” 
can access advanced malware – ultimately, what the adversaries do with 
the access they gain is what determines how they are classified
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Methods / Vectors of Attack

 Social engineering
 Phishing

 Spear phishing
 Whaling

 Website poisoning
 Advertising poisoning
 Infected downloads

 Porn and “warez” are now generally seen to be vectors for malware
 Mobile devices and social media increasing targets and vectors
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Phishing12

This link was to 
a similar-
looking 

domain, but 
would only be 
revealed on a 

mouseover.



Insiders13

This is what an insider threat looks like. Hanjuan Jin, February, 2007.
Education: University of Science and Technology of China, University of 

Notre Dame, Illinois Institute of Technology
Naturalized United States Citizen; Employed by Motorola, 1998 to 2007

Guilty, Theft of Trade Secrets, 2012
Sentenced to four years in US Federal prison,  plus supervised release

Released: March 2018



Insider Threats / Insider Risk
 What access is granted to users?

 Who approves that access?

 Is the access reviewed regularly?

 Are access logs reviewed regularly?

 Do you monitor downloads?

 Do you limit use of USB storage devices?

 Does your organization ensure that all electronic 
devices are returned by departing employees?

 Is there an automated system to terminate access at 
termination of employment? During leaves?
 For contractors as well?
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An “insider” is most often a threat to an organization during the 
last 30 days of employment.



Errors15

“Empowering” employees to use “the cloud” often means empowering them to screw up.



The Collision of Privacy and Security

 People are sharing more personal information than 
ever, while demanding greater privacy protections

 At the same time that we broadcast our private and 
personal activities and thoughts, we somehow expect 
that information to be protected
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“If you’re not paying 
for it, you’re not the 
customer. You’re the 
product being sold.”



The Collision of Privacy and Security

 “Historic Details About Yourself”
 See: https://krebsonsecurity.com/2018/04/dont-give-away-historic-details-

about-yourself/

 “What was the name of your first pet?”

 “What was your first car?”

 “What street did you grow up on?”

 A “secret question” is generally
not good two-factor security
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If you’re taking a “quiz” in social media that 
has questions that are similar to or the same 
as the “security questions” you see on other 
websites you use, perhaps you should re-
think taking that “quiz”.



Are You Oversharing?18

Does your social media presence 
paint a target on you?



How Did I Spend My Saturday? My 
Wednesday?
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Saturday, 
April 14, 

2018

Wednesday, 
February14, 

2018
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Does your social media presence also 
paint a target on your employer?



Loose Lips and All That…
Social Media and Politicians

21

ht
tp

://
ge

ek
-a

nd
-p

ok
e.

co
m

/g
ee

ka
nd

po
ke

/2
01

0/
1/

7/
tw

ee
tre

ts
.h

tm
l



Defining Information

 Records management has long focused on the records of an organization 
– but what about all of that other stuff?

 Do you include logs?

 Do you include information purchased from other sources?

 What about your information when in the hands of third parties?

 Are your policies in alignment with reality?

 Are your inventories inclusive enough?
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Defending the Organization’s 
Information
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Today’s Defensive Methods
 Data Loss Prevention (DLP)

 Key words provided by the business (code words and 
other unique identifiers)

 Includes classification flags
 Continual watch on outbound e-mail and Internet traffic

 Data classification
 Default classification in document management systems

 Anomaly detection in EDMS
 High-volume downloads
 High-volume searches
 Searches “out of bounds”

 File-sharing websites
 High volume downloads / uploads
 Anomalous behavior identification
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Future Defensive Methods

 Anomaly detection
 High-volume data transfers

 High numbers of virus infections

 High volume of login failures

 Network connections from at-risk IP addresses (i.e. competitors) 

 Geolocation anomalies*

 Improbable physical locations over time

 Source IP address of concern (competitors)

 End-point DLP implementation
 Additional mandatory templates for highly sensitive documents
 “Phone home” capability for highly sensitive documents
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* http://www.sans.org/reading-room/whitepapers/logging/faster-speeding-bullet-geolocation-data-account-misuse-35632



Records / IG Integration Points

 How long does your retention schedule say to retain security logs?

 Are you aware that the technology exists to capture every bit of data 
going to or from your organization’s network?

 Who knows (or should know) where the records are?

 Do you know where your organization’s “crown jewels” reside?

 Are you a target for the bad guys? Are your records management systems 
a target?
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Attributes of Information

 The new role for information governance means 
incorporating a variety of attributes into information 
stores and indices to enable better protection and risk 
identification

 Record series / category / retention period

 Vital record flag

 Data privacy / PII / PHI flag

 PCI flag

 Security classification

 “Crown jewels?”
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If your record-keeping systems flag these attributes, does this make 
them a target for an adversary? Are they the “keys to the kingdom”?



Speaking About Risk Effectively

 What is the likelihood of something happening?

 What is the real impact to the business?

 What is the cost to solve the issue?

 What is the cost if nothing is done?

 Does your organization have appropriate insurance coverage?
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Communicating Risk

 Don’t overplay the risk

 Look at the risks from the point of view of senior 
management

 If a risk is going to be accepted, have a formal 
process to communicate the risk and get sign-off on 
the risk at the appropriate level of the organization 
that owns the information

 Have a focus on “materiality” – at what point is a loss 
reportable?
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Risk and Choices

 Avoid the risk – do something different

 Mitigate the risk – reduce the risk by implementing controls

 Accept the risk – take the chance that something might happen and 
allow for the cost

 Transfer the risk – outsource or share the risk with a third party
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The information owner should decide how to manage risk for the information.



Takeaways

 Understand the threats to your organization

 Meet your Information Security team – and work with them

 Who is responsible for Data Privacy in your organization? Are you working 
with them?

 Consider adding privacy and data classification attributes to an EDMS or 
to any system tracking records

 Look at risk in a big picture way
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Questions?32


